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VEDA MC

MporpammHas nnatdopma ana loT, SCADA, Be6, MOOUNBbHBIX PeLLEHNI Y aHANIUTUKM JAaHHbIX PeanibHOro BPEMEHN

MHdopmaums B faHHOM Bpouiope He MOXET ObiTh M3MeHeHa 6e3 npefBapuTenbHOrO yBedomMneHns. NporpammHoe obec-
neyeHne, oN1caHHoe B 3TON Opolope, NPeaoCTaBNAeTCA B COOTBETCTBUM C MUEH3NOHHBIM COrNalleHeM 1 MOXeT 1CMOoMb30-
BaTbCA WV KOMMPOBATLCA TOIbKO B COOTBETCTBUM C YCIIOBMAMY 3TOTO COrflallieHunsa. KonnmpoBaHmne NporpaMmMHoro obecrneyexHns
Ha Ntobble HOCUTENM 3anpeLleHO 3aKOHOM, 33 UCKITIoUeHEM CryYaeB, NMpenyCMOTPEHHBIX NMLEH3VIOHHBIM CornatleHuem. Jliobas
UacTb AAHHOTO AOKYMEHTa He MOXET ObITb BOCMPOM3BeeHa 1N nepeaaHa B noborn popme 1 nobbiMn cpeacTBamn 6e3 pas-
pelleHns n3aatens.

MHdopmaLms, cofepallasncsa B 3Toi OpoLiope, He 3aMeHAeT MHCTPYKLMM NOCTaBLIMKA NPOrPaMMHbIX MPOAYKTOB.

[aHHbIN JOKYMEHT MOXET COAepaTb MaTepuanbl, NPUHAANEXallye TPeTbMM nUam. Takas MHGOPMaLMA MCNONb3yeTca mc-
KIOYUTENbHO ANA BHYTPEHHMX paboumnx NpoLeccoB 1 He npefHasHaveHa Ans pa3rnalleHus. Kpome Toro, 310 yBefoMeHe He
ABNAETCA 3aABNEHVEM O NpaBe COOCTBEHHOCTU Ha Takylo CTOPOHHIO MHMOPMALMIO.

Bce Ha3BaHwWA NPOAYKTOB M TOBapPHbIE 3HaKKM, YNMOMAHYTblE B 3TOM 6pOLLHOp€, NnpviHagnexat CBOMM BliafefibLiaM.

1. NPOEKT «BbICTPbI CTAPT»

C nomolblo NpoeKTa «bbICTPbIM CTapT» NOMb30BaTeN MOTYT CO3MaBaTb KOHGUIypaLmio Ans HOBbIX MPOEKTOB BCEro 3a He-
CKOJMbKO LWENYKOB MbllK. JaHHbIA NpoeKT BxoanT B AncTpubyTns VEDASCADA.

Mpv Cco3maHMM HOBOrO NpoeKTa MacTep «bblCTPOro CTapTa» MOMOXET:
® BpOpaTbh AM3anH 1 CTUb

® BbibpaTh paspelleHre 3KpaHa

® (C034aTb CBOE MEHI

HoBblll NpoeKkT ByaeT BKoYaTh CTaHAAPTHbIE MHEMOCXEMbI 1 KOHOUIYpaLmio:
® [paduKn TpeHaoB

e KypHanbl 1 apxuBbl

e (CuycCTema TPeBOT U XKypHan Tpesor
® [Ipodunn nonbsosaTenei

® [IpyMepbl CKPUNTOB
BosmoxHOCT odopmneHus:

® 5 crunen

® ) TeMmbl: CBETNasA/TEMHanA

® 4 |iBeTa BHelHero B1aa O(I)OpMJ'IeHI/IFI MnpoeKTa

® 4 pa3pelleHns sKkpaHa

2. PA3PABOTKA MNMPOEKTA — PACLULMPEHHAA CPEOA KOHOUTYPUPBAHWUA
® EavHoe paboyee NPOCTPAHCTBO ANA Pa3paboTKM BCEX KOMMOHEHTOB
® De3 KoMIUNAUMM — OHMaNH MOANDMKALMA BCEX KOMMOHEHTOB MPOEKTa
® (OfHa 1 Ta e MHEMOCXeMa MOXeT OblITb OTKPbITa OAHOBPEMEHHO B PEXKMMaX Pa3paboTKM W BbIMOHEHWA
® BO3MOXHOCTb OTKPbIBaTb TEKCTOBblE U XML darinbl KoHUrypaumm B CTOPOHHKX pefakTopax: Excel, XML Editor v T. o,
®  Tpu MHCTPYMeHTa Ccpefbl KOHOUIYPUPOBaHUA:
® [lpoBOAHUK NpoeKTa
NHCTPYMEHT pa3paboTKy NMPOEKTa, BKIIOYAIOLUI BCTPOEHHBIX MAaCTEPOB HACTPOMKM
e |lla6noHbl NpoeKTa

VHCTPYMEHT AN reHepaummn npoekTa C NMoMoLLbio WabnoHOB OObEKTOB
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MporpammHas nnatdopma ana loT, SCADA, Be6, MOOUNBbHBIX PeLLEHNI Y aHANIUTUKM JAaHHbIX PeanibHOro BPEMEHN VEDA MC

4 MaCTepa nmMmnopTa

VHCTPYMEHTbI iNA MMIopTa KOHGUIypaumin 13 CTopoHHUx cuctem (MK, nporpammel, ...) 1 CO3AaHNA COOTBETCTBYIOLIMX
3NEMEHTOB (MepemMeHHbIX U/unu rpaduueckrx snemenTos) B npoekte VEDASCADA.

HoctynHo ans:

e TIA portal

e Unity Pro®

°* WAGO®

o MOXA®

e [SaGRAF™

e CAD (AutoCAD)

® [NS®
® FactoryLink® .
e STEP7®

e DALI®/WAGO®

Muodeling Mass configuration
Confi tion from third-party or n- |
e Stardom™ anfiguration J il “;::::um“m

® Harmonas®

Instantiation

e SAIA PCD™
> ] | - 'lmnm.-t
e TwinCAT® e | Generatian/ G :izald 3
Synchronization |
* BACnet™ - /

® Tunosble Gpamnbl XML

3. OAHHbIE PEAJIbHOIO BPEMEHU

PaboTa € faHHbIMK peanbHoOro BpemMeHr — 310 OocHoBHaA ¢yHKuUMA VEDASCADA. Habop Teros HasblBaeTca Takke «nepe-
MeHHbIMW». [10Nb30BaTeNN MPOCMATPUBAKOT M KOHTPOAMPYIOT MOCTYNAloLMe 3HAUEHNA NEPEMEHHBIX Ha MHEMOCXeMax . Kpome
TOro, NepemMeHHble MOXHO VMCMOMNb30BaThb ANA 3aMyCKa AeNCTBUI B NPOEKTe, 3anucu 1 T.0.

® OObeKTHO OPUEHTVMPOBAHHOE AEPEBO NepPeMeHHbBIX

® lepapxunueckan CTPyKTypa VMEeHW NepemeHHowM

®  Tunbl NepemMeHHbIX: BUT, PerucTp, TeKCT ¥ TpeBora

® Bce faHHble peanbHOro BpemeHy OnpeaensioTca MeTkamu BpemeHu 1 Kadectsa (VTQ)

® [logaepKa JaHHbIX C METKOW BpemeHM (MOCTynaloLMx C YCTPOMCTBA, MCMOMb3YIOLWEro ApariBep C METKOW BpeMeH M)
® [lpeobpa3oBaHie B GpU3MYECKME 3HAUEHNA

® MépTeas 30Ha (% gmana3oHa, % 3HauyeHwus, abCOMOTHbIN)

® [|poBepKa Mo PacxXoKAeHMIO NepeMeHHbIX

®  BpipaxeHusa 1 Gopmysbl

® (BA3aHHble METKM NepeMeHHbIX ASIf ONMCaHWA B MHEMOCXEMAX, XKyPHanax TPeBOr 1 »KypHanax coobiThi
® HeCKONbKO NOrMyYecKrx 1 TeKCTOBbLIX MOb30BATENbCKMX aTPUOYTOB AMA NepeMeHHbIX

e Qunbtp-Monck-CopTpOBKa TPEBOT, TPEHOB N UCTOPUUYECKNX 3HAUEHNI

® [lepemeHHble XPOHOMETPa M CYeTUMKa
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CncTema onpefeneHna NOPOroBOro YPOBHA aHaNOrOBbIX MEPEMEHHbBIX C YUeTOM rmctepesnca
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4. TPEBOI'n

5 coctosaHnin 1 30 ypoBHeN Tpesor

[onoxutenbHas 1 OTpULAaTeNbHaA Nor1Ka

CuUeTunkm TPEeBOT MO 3HAYEHNIO, YPOBHIO, aTpUOyTam U T.1.

OTCpoyKka [O akTVBaLMK TPeBOrn

MeXaHn3mbl MOPOrOBbIX 3HAYEHUIA

ABTOMaTMUeCKkad oTnpaska noaTeepxaerHu Ha MK

MacKkrpoBaHvie TPeBOT B aBTOMATUUYECKOM PEXIME 1 BPYUHYIO

3annCb CUrHANOB TPEBOT Ha AWCK W/WNN HeMpepbiBHaA nevatb

ONTMMKM3MPOBaHHbIE COCTOAHMA CUITHANOB TPeBOIrW Ana Bcex ctaHumin cetn VEDASCADA
HacTpaneaemoe okHO Tpesor

o Qunbtp, Monck 1 CopTPOBKa TPEBOT MO COCTOAHWMIO, YPOBHIO W/1AK aTprbyTam C BO3MOMXKHOCTBIO M3MEHEHWA OHMaIH
e  QunbTpauma TpeBor No CTaHUMAM

® [lonb30BaTeNbCKoe MackMpoBaHue Tpesor (30 ypoBHEN MaCKMPOBKM)

® (BAzaHHada nHbopmMauma (Moackaskm) Ana Bcex CUrHaaoM TpeBor

L4 HaCTpaI/IBaeMbIe LBeTa CMIrHanoB TPEBOr B 3aBUCMMOCTW OT YPOBHA N COCTOAHNA

CBbOP OAHHDbIX

COop [aHHbIX C KOHTPOMNEPOB W APYrX MPOMBILLAEHHbBIX YCTPOWCTB Yepes nocnenosatensHbii nopt, Ethernet, 1oT.

MoMHbIA CIMCOK NogaepxmMBaembix Npotokonos (‘Communication Protocols’) MOXHO NOCMOTPETD:

htps://www.VEDASCADAsolutons.com/index.php/support-a-services/resources/communicatons-drivers

B Tom yucne:

BctpoenHbin apaisep 10T ansa LoRa Wan
BcTtpoerHbit ApariBep BACnet® npoduna B-AWS BACnet Testing Laboratories (BTL)
BcTpoeHHbI apareep LonWorks ¢ noanepxkon LNS-TE

BcTpoeHHbIt fpariBep cepaepa/knneHTa MK 60870-5-104 ¢ pe3epBMpoOBaHMEM
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® BcTpoeHHbin M3K 61870-5-101

® BctpoeHHbii MK 60870-6/TASE.2 — ICCP (Inter Control Center Protocol)
® BcTpoeHHbIn apareep knneHTa DNP3

® BcTpoeHHbIN ApanBep knneHTa MIK 61850, cepTudunumporaHHbin DNV-GL, BkitovaeT nopaepxky M3K 61400-25 ana
BETPAHbLIX 3MEKTPOCTaHUMI 1 pacnpeaeneHHbix sHepropecypcos (DER)

e  Modbus TCP/IP slave/master
o OPC-DA knueHT 1 cepsep, OPC-XML DA knueHTt, OPC UA ,

® [logaepxka SNMP aucnetyep/areHt Bepcuin V1, V2C 1 V3. Mpocmotp OID u ynpaBneHve HexenatenbHbIMU AaHHbIMM
U3 trap-coobLleHN

®  MoHuTOpUHr obmeHa fAaHHbIMK ¢ VEDASCADA

® |IHTepBan onpoca HacTpamMBaeTCca ANA KaxkAoro GpeimMa AaHHbIX

e (CucTema NpPUOpPUTETOB /1A ONMPOCOB

® [loadepKa MeTOK BpeMeHM Ha YPOBHE MOMNeBOro YCTPOWCTBA

® 3anucb 1 OTOOPaXKeHe METKU BPeMeHW OT UCTOUHNKKa (nonesoro ycTpoincTtea mnu VEDASCADA)
® MeTKa BpemeHN AaHHbIX C TOYHOCTBIO O MUSIIMCERKYHbI

® BCTPOEHHbIE MHCTPYMEHTDI ANA ANArHOCTUKA 1 ayauTa NMOTOKa AaHHbIX

e MQTT
VEDA SCADA I VEDA SCADA I VEDA SCADA I VEDA SCADA I VEDA SCADA I VEDA SCADA B VEDA SCADA
Time ﬂ aOPC aOPC Modbus ﬂ ﬂ
Stamped SNMP Server Client TCP/IP BACnet LON
VEDA SCADA BB VEDA SCADA [ VEDA SCADA Bl VEDA SCADA VEDA SCADA

ﬂICCP aDNPS ﬂl 101 al 104 !31E8g%

6. WHTErPALNA

6.1 YHUBEPCAJIbHbIV KOHHEKTOP JAHHbIX

VEDA SCADA

Universal
Data
Connector

C nomolipbio SQL-koHHeKTopa, ocHoBaHHOTO Ha TexHonornu ADO.NET, VEDASCADA mMoxeT B3anmoaelcTBo-
BaTb C pa3nnuHbimm cuctemamn: CYB[, ERP, MES, CMMS, Big data, REST-cepBuchl, colmanbHbiMu ceTamu, daii-

NaML ..
YHVBEPCaNbHbIN KOHHEKTOP [laHHbIX BKIIOUaeT cnenytoline dyHKUMm:
e [logksoyeHna K 06auHbIM 1 NOKANbHBIM NCTOUYHMKAM JaHHbIX
® [lofaepxKa pasfnuHbiX CNocoboB NMOAKMOUEHNS 1 PE3ePBUPOBAHMA

e [lofgknoyeHne K 6ase faHHbIx Azure

6 Bepcua pokymeHTa: 1.0
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6.2 CTAHAAPTbl OBMEHA JAHHbLIMW \

6.3

7.

7.1

LleHTpan3oBaHHble CTPOKM NOAKM0UeHIA /\
Mopaepxka ckpuntos SCADA BASIC v MHCTPYMeHTOB /e
B8 Excel Files

Ocsvrsy T

ynpasneHvs

Monaepxka OTObpaeHWs AaHHbIX B TabnMuax

Document & File Formats

Mopnepxka SQL-3anpocos SELECT, INSERT, UPDATE

VEDA SCADA

= (assandra

MpvBA3Ka K nepemeHHbiM VEDASCADA

it HBase MongoDB

BoinonHeHve SQL-3anpocoB Mo COObITUIO UV LIMKIMYECKN

Eopata

OPC DA (V1.0, v2.0, v3.0) knuneHt/ceprep, OPC UA (v1.03), . Lsond ISON
OPC XML (v1.0) -

Menemxep n areHT SNMP, Bepcun V1, V2/V2¢ 1 V3.

[Mepenaya Gannos yepes BCTPOEHHbIN FTP-knneHT

VIHCTPYMEHT Ana nmnopTa/aKcnopTa TekcToBbix ¢ainnos (csv, xml, ...)

CPEACTBA PA3PABOTKU
YHUBEpPCabHBIV MHCTPYMEHT MMMIOPTa: UMNOPTUPYET AaHHble 13 xml-dalina ana co3gaHma KoHGUrypaLmm npoekTa

Habop VMHCTpYMEHTOB ynpaeneHus: pa3paboTka MHCTPYMeHTOB obmMeHa fAaHHbiMu Mexay VEDASCADA 1 CTOpOHHWMM
cucTemamn ¢ mcnonblosanuem DLL (Dynamic Link Library)

Habop MHCTpyMeHTOB pa3paboTku MPOTOKONOB: pa3paboTka AparBepa BefyWwin/BeOMbIN, UHTErPYPOBAHHbIN B CUCTEMY
cbopa faHHbIx VEDASCADA

Habop nHCTpymMeHTOB BeO-CePBMCOB: pa3paboTka KnveHTa Beb-cepBrcoB, noakoveHHoro K VEDASCADA ¢ nomollbio
cepsucor SOAP nnn REST

MOJNIb30OBATENIbCKUN UHTEP®EINC

PA3PABOTKA
BekTOpHbIE MHCTPYMEHTBI PUCOBAHWA

HeorpaqueH HOEe KONMM4yeCTBO MHEMOCXEM

[LIabnoHbl MHEMOCXEM

- 2
MOMHOCTBIO HACTPaMBAEMbIN BHELIHWA BU OKOH, B TOM uucC/ie ma=mm
L

anAa JOYepPHUX U POANTENBbCKMX OKOH e —

ABTOMATUYECKOE MACLWITabuUpOBaHME B 3aBUCUMOCTU OT paspe-
WEeHWs dKpaHa

Pasvep mHemocxembl 4o 10,000 x 10,000 nukcenen
YnpasneHve Kallem MHEMOCXeM At YCKOPEHHOrO OTODPaXeHUa MHEMOCXEM
CBOpauvBaHe MHEMOCXEM

MNonaepxka GopmaTta NPOCTOrO TeKCTa MHEMOCXEM [/ CO3AaHVA U PEAAKTUPOBAHNSA C MOMOLLbIO CTOPOHHYX MPUIoXe-
HN

Microsoft VBA BKtoueH B rpadpuueckuii MHtepdeinc

VEDA SCADA

NHTerpauma n ynpasnenue komnoHeHtamm ActiveX n NET

Bbibop LiBeTa C NOMOLbI0 ManUTPbI 3D

Bepcna pokymeHTa: 1.0 7
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7.2 BUBJIMOTEKU

LiBeToBada nanutpa nogaepmeaet 4o 16 MUNIMOHOB LIBETOB
LiBeToBble rpaaneHTbl ana 3D-a3ddekToB
Mepuatouime 1 Npo3padHble LBeTa

Mpaduuecknin pefakTop: MHCTPYMEHT AnA PaboThl CO CBOMCTBaMM OOBEKTOB He3 pasrpynmnupoBKY

CopepaT MHOXECTBO OObEKTOB: 1300paXKeHWs, aHW-
MVPOBaHHbIE CUMBOJbI, LWAONOHBI OObEKTOB

MNonaepxrBaemble dopmaTbl M300paxeHnin: WMF, EMF,
GIF (cTatnyeckuit, aHnmmpoBarHbi), BMP, JPEG, PNG 1
AVI

MpenonpeneneHHblie WabMoHb OObEKTOB, BKIIOYAS
nepemeHHble, NoBeaeHne, rpaduky And MOAENMPOoBa-
HWA 1 CO3MaHNA NPOEKTa

Co3pnaHvie Nonb3oBaTenem CMMBOJIOB MO MOAY/IbHOMY
npuHUMMNY

[oTOBbIE OMONMOTEKM ANS PA3HBIX CUCTEM

7.3 BbIMOJIHEHUE

bonee 60 aHMMaLWIL: TEKCT, LBET, MONOXKEHME U OTMPaBKa KOMaH[

BO3MOXHOCTb MPUMEHEHNUSA HECKOMbBKMX aHUMAUWIA K OHOMY OObeKTy

BO3MOXHOCTb CBA3bIBATL aHUMALIMM C TOPAYMMIA KNaBULLAMM

PasnnuHble cnocobbl yBeAOMIeHVs O noTepe CBA3W C 060PYAOBaHMEM

AHVIMaLMA peanbHbix 3D-BCTpanBaeMbix OObEKTOB C MCMOMb30BaHVeM TexHonorum DirectX

16 ypOBHEN NPOCMOTPa C BO3MOXHOCTbIO GIOKMPOBKM B 3aBMCUMOCTUW OT YPOBHA AOCTyNa Nofb3oBaTtens
CKpbITVEe 1K OTODpakeHVe rpaduuecKrx 1emeHTOB B COOTBETCTBUM C YPOBHEM MaclITabMpOBaHMA
MacwTabrpoBaHne MHeMOCXembl Ha OTAENbHOM 3KPaHe BO BPEMsA BbIMOHEHWA

lcnonb3oBaHMe B aHVMaLMAX BbIPAXKEHWI 1 CTPOK MOACTaHOBKM

Tabnuubl: oTobpaxkeHue 1 n3MeHeHne MHGopMaLmmn B TabnnLbl

KOHTEKCTHblE MOACKA3KM MO aHMMaLWAM

BO3MOMHOCTb MCNOMBb30BaHWA Ha CEHCOPHbBIX SKPaHax: BUPTyanbHadA KnasmaTypa, 6ombliaa naHenb MHCTPYMeHTOB, 60/1b-
Wwas nosioca NMPOKPYTKK

BcTpoeHHble GopMbl yNpaBneHua: CrnMCok, nosne co CrmMcKom, Gnaxkok, Tabnuua, TeKCToBOe Mose, KHOMKa Bbibopa, npes-
CTaBfneHMe B BUAE Aepera

Hasuratop ans MHemocxem 60MbLIOro pa3mvepa

yn [paBneHmne Bkrnagkamyi MHEMOCXem

Bepcua pokymeHTa: 1.0
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VEDASCADA

7.4 TPEHAObI
® BCTpPOEHHbIN demMeHT yrpaBneHvs Ana UCMonb3oBaHUA Ha Nobo MHEMOCXeme

e Jlo 100 rpaduKoB B OAHOM OKHe

® EAuHBIA NOMb30BaTENbCKUM MHTEPdENC Ans OTOOPaXKeHWUa TPEeHAOB peasnbHOro
BPEMEHV U NCTOPUYECKMX AAHHbIX

® BbiCOKOaAanTUBHbIN MHTepdeC

L4 HaCTpaV]BaeMaﬂ nereHfa anAd OTOGpa)KeHI/Iﬂ N N3MEHEHWA CBONCTB KPWBbIX TakMX
KaKk MaCLUTa6I/IpOBaHI/IF|, N3MEHEHWNA LiBETa, OTO6pa>K€‘HI/IF| MOPOroBbIx 3HAYEeHNN 1~

Ap.

e KaneHpapb 18 OTOOPaXeHVs onpefeneHHoro nepuoaa
® MacTtep 3KCnopTa AaHHbIX TPEHAO0B W CTaTUCTUKK B Galinbl Excel, xIsx, csv

e JlHamyuecKas HacTPOWKa OKHa TPEHAOB B PEXMMaX pas3paboTKM M BBINOSHEHNSA, C BOSMOXHOCTbIO GIOKMPOBKM
e [padukn Y =ft) nY =f(X) VEDA SCADA

e Jlorapnommnyeckme TpeHabl

® YBenunueHuve ¥ yMeHbleHVe mMaclwTaba No ocu BPEMEHN UK
no 06erM OCAM BPeMeHW 1 3HaUYeHN

e OTOOpaxeHme 3HauYeH1n BbIBPaHHBIX N0 Kypcopy

® /ICNONb30BaHNA HECKONBbKUX WKan C AMHAMUYECKMM 13Me-
HEHUAMUK 3HaYeHUI

® [lonb3oBatenu MOTYT B PeXrme BbINOTHEHNA ﬂ,O6aBJ’IHTb, yOa-
NIATb N 3aMeHATb NepemMeHHbIe

® [leyaTb OTOOPAXKaeMbIX TPEHOB
®  BO3MOXHOCTb A06ABAATb NUHWUM /1 OPOrOBbIX 3HAYEHM
® |l3meHeHve UBeTa OTODPAXEHNA KPUBOW MPU BbIXOAE 3a MOPOroBble 3HaUeHMs

L4 COXpaHeHV]e MOJIb30BATENIbCKMX HACTPOEK (TpeHﬂbI, LBeTa, CTuhnun, )

Bepcna pokymeHTa: 1.0 9
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Spanish Production 2018

B Caslilla - Toledo I Mavarra - Pamplona A Andalucia - Sevila
N Islas Baleares - Palma A Aragdn
I Galicia - Sanfiago de Composlela || Ganarias - Gran Canaria

7.5 WCNOJZIb3OBAHUE KAPT

BctpoeHHbit komnoHeHT VEDASCADA ana MVIC-cepBucos

OTobpakeHVe VHTEPaKTUBHBIX KapT PasfvuHbIX MOCTaBLIMKOB (MOAAEPKKA OHNANH 1 odnalH KapT)

MpocTasa paboTa € KapTamn C MOMOLLbIO BCTPOEHHbBIX QYHKLMM, B TOM YMCie MacluTabrpoBaHuA
OTobparkeHme CnoeB KapTbl C HacTpanBaeMbIMV AMHAMUYECKUMI obbekTamy (MapKepamm)

[na kaxaoro Mapkepa 3aAatoTca KOOPAVHATLI MECTOMONOKEHWA

B kauecTBe MapKepOB MOXHO MCMOMb30BaTh: GUrypbl, M300pakeHVs, TekcT unn niobble cumsonbl VEDASCADA
OTObpaxeHne/ynpaBneHe 3HaYEHNIA UK aTPMOYTOB NepeMeHHbIX

Vlcnonb3oBaHe mapkepa 414 BCMBIBAIOLMX OKOH 1 OTKPBITUA MHEMOCXEM

Mapkepsbl 1 cnon xpaHAatca B daine GPX.

Pefaktop Ana cosfanva v pefaktvposaHua dannos GPX

I'Iouaepﬂ«a COXpPaHeHMA Kala KapT Asa UCMNOb30BaHKIA B peXnme Od)J'IaI;IH

10
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VEDA SCADA

8. APXMBUPOBAHUE AHHbIX

8.1

HDS — CEPBEP UCTOPUYECKMUX OAHHbIX

CepBep ncTopryeckmnx AaHHbx coBmectm ¢ Microsoft SQL Server. B auctpubyts VEDASCADA BkntoueHa becrnnartHan
penakuva Microsoft SQL Server Express

Mopaepka Microsoft SQL Server 2008 R2, 2012, 2014, 2016 1 2017

CobcTteeHHasa cucteMa xpaHeHus VEDASCADA

MacTep HacTporiki 6a3bl AaHHbIX, BKoYyaa Microsoft SOL Server

CuCTeMHble nepemeHHble N1 MOHUTOPUHIA apXMBMPOBAHWA AaHHbBIX

BO3MOXKHOCTb B O[JHOM »KypHare 3anucbiBaTb 1M OTOOpaxaTb COObITUA, CUrHaMbl TOEBOT 1 [eNCTBYA NONb3oBaTenei
MexaHr3m pe3epBHOro KOMMPOBAaHWA/BOCCTAHOBIEHNA M3 NanKM apxy1Ba

PesepBMpoOBaHMe apx1MBOB 1 yrpaB/eHve pennunkalmnei

[pocMoTp, NoaaepkKka CBOMCTB M KOHTEKCTOB 6a3bl AaHHbIX SQL

MpocToe obcnyxmeaHme 6asbl AaHHbIX SQL Server

MNpencTaBneHve apxmBHbLIX AaHHbIX B Brae Tabnuubl: OTobpaXkeHve AaHHbIX TPeHAoB B Tabnuue - Ounbtp - V3meHeHwue
LiBETa NP1 NOPOrOBOM 3HAUYEHMM 1 KayecTee — JKCMopPT B Excel

8.2 KYPHAJ COBbITUN

[ocTyn K >xypHany cobbituii Knnenta/Cepsepa
BO3MOXKHOCTb 100aBNATE KOMMEHTAPWW B XKypHanax cobbITui
[uHammnyeckrie GUnbTPbI MO atTprbyTy

HacTpaviBaemoe OKHO CObbITWI

Bepcna pokymeHTa: 1.0 11
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® HacTpoika $popmMaToB UCTOPUYECKOTO XKypHana Ans YA0OHOro 3KCMopTa B CTOPOHHKE MPOrpamMmbi

® PerycTpauvsa TPeBor, AeNCTBUI NONb30BaTeNeN, BbIMOMHEHNUA NPOrPaMM, MAaCKUMPOBAHWUA TPEBOT, M3MEHEHWI COCTOAHMN
nepemMeHHbIX 1 T.1.

o QunbTpauusa 1 COPTUPOBKa COBBITUNA

® BO3MOXHOCTb aBTOMATUUYECKOro OOHOBNEHNA KypHaNa

Building 01 Historical * &4 B e a

Fors - Building01

Plooe [R5~ Type =1 Floon2
Floord1
Ground

* University campus
Administrative
Restaurant
Library
Stacium

il By

A dd san 2BGs & TEwEX

8.3 [JOMONIHUTENIbHAA ®YHKLNA HENPEPbIBHOW 3ANMMUCU/BOCMPOU3BELEHNA

o.

® BocnpovizBegeHmne NCTOPUUECKMX 3HAYEHWI NepPeMEHHbIX Ha MHEMOCXeMax C Pa3nvuHOM CKOPOCTbIO
® XpaHeHvie fJaHHbIX 33 HECKOJbKO MOCNeaHnX Heaesb

® [locnepoBatenbHoe BOCnpowusseneHne cobbITUiA ONA aHanvsa MHUMOeHToB

OBPABOTKA AAHHbBIX N OTYETHOCTb

9.1 3KCMOPT AAHHbIX

9.2 DREAM REPORT

® SKCMOPT AaHHbBIX B TEKCTOBblE daiinbl 1w B Excel

®  BO3MOXHOCTb JKCMOPTa BCEX 33aaPXVBMPOBAHHBIX OMTOBBIX M PErVMCTPOBBIX [AHHbIX W3 XKYPHANOB COOBITUI 1 CIMCKa
KypHanos

® |/I3BneyeHne AaHHbIX MO Aate u/mnm HOMePY MapTtn 1 T.4.

®  (TaTUCTUYeCKUI pacyeT

® [locTpoeHue 3anpoCcoB C MOMOLbIO PEAAKTOPa C NePVOAOM BbIGOPKM OT 1 CekyHfbl 4O He- g
CKOMbKMX OHel :

® ApTOMaTMyeckmn 3anyck 3anpocos VEDASCADA Ha reHepauuio B KOHLe KaAoW MmapTun,
CMeHbI, IHA, HeAenu, Mecala v T.1.

OoT4eTa

® JlononHuTenbHble GyHKLMM OTYETHOCTM C MOMOLLbIO Nporpammbl Dream Report
® [IpocTan nHterpayma ¢ VEDASCADA ¢ nomouisto OPC nnn Beb-cepsmrcos

e [loanepxka 6a3 gaHHbix VEDASCADA HDS

®  DOPMMPOBaHNME OTYETOB: aBTOMATUUECKM (MO PaCICaHWIO UK MO COOLITUIO) W MO 3aMpPOCy |-

®  Paznuunble popmatsl: PDF, XLSX, CSV

12
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®  PacyéTbl: MVH., MaKC., CpefiHee, MPOAOIIKUTENBHOCTb, cyeTunK, SQL, matematuueckue GopmMysbl, ...

9.3 MICROSOFT SQL SERVER REPORT SERVICES (SSRS)

® T[logaepxka otyeTtoB Microsoft SQL Server Report Services (SSRS)
e OtyeTbl SSRS nonHocTbio UHTerpupytoTca B npoekT VEDASCADA C BO3MOXHOCTbIO OTODPaKeHUA Ha MHEMOCXeMax 1

dunbTpaLUMK faHHbIX

O VEDA SCADA

0

f &« B & S0 8

Bulding®1
— Floortt)
= Flooriz
- Floced]
Ground
Usivaesity eampus
Administrative
Restaurant
Library
Stadium

LR

Bulding
Floor
Flooelz
Flooed!
Ground

University campus
Administrative
Rastaurant
Library
Seadium

10. OMOBELLEHUA

10.1 SMS U EMAIL

BO3MOXHOCTb OTNPaBKM yBEAOMAEHNUIA O CUrHanax TPEBOr MAN AaHHbIX peanbHoro Bpemenu 13 VEDASCADA ¢ nomoulbto

SMS-coobuieHnin 1 3NEKTPOHHOM MOYTHI.
® BCTpoeHHasa HacTpOMKa YCTPOUCTB

e OnpefeneHne ypoBHEN npropuTteTa
®  BO3MOXHOCTb CO3/aHMA LAONOHOB COOOLLIEHWI, 3a4aHNA CTATUYECKUX UV AUHAMUYECKIMX NMapaMeTPOB, @ Takke CBA3aH-

HbIX rlpvm/\eanmM (3HaueHwue Tera BO Bpema OCTaBKM COO6LI_J,eHl/IF|)

® ABTOMaTMuecKas [OCTaBKa COOOLIEHNI O TpeBore, COObITUM AN MNOOOM AeNCTBIN

11. PACNMNCAHUE
® BCTPOEHHbIN MEXaHV3M MNIaHNPOBAHVA ANA aBTOMATUUECKONM OTMNPaBKM KOMaH[, peLenToB Uamn nporpamm
e OfHa WM HeCKONbKO MOMHOCTbIO HAaCTPaMBaeMbIX 3aau

® [lepnof UCKOUYEHN

Bepcna pokymeHTa: 1.0 13
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12. PELENTDI

e (OTnpaBka No 3anpocy Uiv no cobbITHIO

13. PEAAKTOPbI CKPUMTOB

MogynbHada CcTpyKTypa

3anyck no cobbITuio

Hoctyn K DLL

MNopaepxka SQL

KOHTEKCTHaA CcnpaBka

[o 1000 nepemeHHbIX Ha peuenT (perncTp u/nnv 6UT n/vam TekcT)
BO3MOXHOCTb CO3AaHNA peLienTa Ha OCHOBE 3HaYeHWt peanbHOrO BpeMeHwM
[poBepKa 1 V3MEHEHMEe 3HaYeHnn nepes OTNPaBKon

YnpasneHvie peuentammn 13 penauymnoHHon CYb

ApndMeTUYECKME U NOTUYECKMe OnepaTopbi

):lOCTyI'I K AepeBy nepemMeHHbIX, ICTOPUYECKMM JaHHbIM U C/rHaiam TpeBor

YnpasneHvie MynsTUMEAUAHBIMU NepudeprnHbIMA YCTPONCTBAMM

icnonb3oBaHve peLenToB s NOMyYeHUA Y COXPaHEeHMs 3a[jaHHbIX HAaCTPOeK npoLiecca

HDOCTOG BeAeHMe XypHana C NCMNOoib30BaHeM NHAEKCa MapTin ANna NosyvYeHnAa NMCTOPpUYeCKx AaHHbIX

SCADA BASIC — co3paH cneumanbHo ana pabotsl B cpeae VEDASCADA 1 paclumpeHus ee BO3MOXHOCTEN

KomnnekcHbI pefakTop C NOACBETKOM CMHTAKCMCa, aBTO3aMNONHEHMEM 1 BCTaBKOW GparMeHTOB Kofa

® BcTaBKa WabnoHOB YacTo MCMOb3yembix GparMeHTOB KOfAa: KOMMEHTapUI K Mporpammam 1 GYHKUMAM, UMKS, YCIOBHbIe
OMepaTopsbl, HOBbIE MOAMPOrPamMMbl U T.1I.
® Microsoft VBA-ckpunTbl
® /Icnonb30oBaHWe CKPUMTOB ANIA TPEHAOB, CUTHANIOB TPEBOT, MHEMOCXEM U T.1I.
i Microsoft Visual Basic - Mimicd [design] - [ThisHimic (Code)] =loix
‘) pe Bt Yew jeet Fgmat Detug Bn Toos  Addlns Wedow bep -8 x
- -
=] [fomcaarations) Bl
Private Sub Timerl Timer() —
- oanes ("ardct) Then
J.:.L[:_::v;:n-l :wﬂc - 0, 0, "Mulciviewd®, "%, 0, 0, 850, 339, True)
win.Tep = 332
win. Mede = fvilindowdodeDesign
o5
< |
o] |Expreseen Vake Type Cortest -
W CAPTION. Winkiame. Branch. Tiie:
G TAPTION". WinName, Branch,. TieLanguage 1], ToeLanguagel]
4 @ CLOSE", Wirllame. Brarch.
% TLOSE”, WirMame Brarch [ Rstet]
3 9 CLOSEALL
@ TLOSIUNDERT, Wirkiame. Biarnch
T % TLOSIUNCER", WinMame. Banch [ Aeteet]
@ TURRENTBRANCH
4 v’tuﬂ“EHYwE
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14. BE3OMNACHOCTb

® 3aWuTa CepBepHbIX KOMMOHEHTOB

® Pa3BepTbiBaHve KomnoHeHToB cepBepa VEDASCADA B kKauyecTBe Cny»KO 1 KoMnoHeHToB knveHToB VEDASCADA B kade-
CTBE HACTOJbHbIX MPUIOKEHNIA

® KomnneKcHble MHCTPYMEHTbI ANA HACTPOVIKM 1 AMArHOCTVIKM
® VIHCTPYMEHT A5 ynpaBnieHns noTokamu CoBbITUIA
e (Daiin XypHana CUCTEMHbBIX COOBITWIA ANA AMArHOCTVKK B Cllydae c6on

® 3awwnTa KMOepbe3onacHOCTM KPUTMUECKMX MPOMBILNEHHbIX c1ncTeM C nomolbio Cyber Vision center — Sentryo u
Kaspersky Industrial CyberSecurity

e [IpoBepKa LieNOCTHOCTI KOMMOHEHTOB MPOrpPamMMHOro 0becrneyeHus

14.1 MPABA AOCTYNA

VEDA SCADA

® HeorpaHnyeHHOe KONMMYeCcTBO MoJb30BaTenen
e [lonaepxka eanHOro Bxoaa: bonee NPoCToe ynpasneHne npasamu nosb3osatesnel

® YnpasneHve npodunem

® KOHTPOJb HafeXHOCTW NaponA
e Jlo 30 ypoBHeit npodunen

®  BO3MOKHOCTb BIIOKMPOBKI 1OCTYNa K OnpefeneHHbIM MHeEMOCXemaM, NePEMEHHbBIM KOMaH/, NepeMeHHbIM XKypHana, nof-
TBEPXKAEHMIO 1 MACKMPOBAHMIO aBapuiHbIX curHanos, WebVue n T.nm.

L4 KOHTpO)’Ib YTeHnd, CO3[0aHuA, 3MeHeHMA 1 OTMNPaBKK peLenToB

® BO3MOXHOCTb NMPOUMEHATb Pa3Hble I'IpOd)l/IJ'II/I [0CTYyMNa K OAHOMY M TOMY »Ke MOJ1Ib30BaTeslto B 3aBNCMMOCTM OT CTaHUWW B
MHOI’OCTaHLI,I/IOHHOI;I APXNTEKTYPE

®  QOrpaHunyeHne Cpoka AeicTemsa napons

®  BO3MOXHOCTb Tpe6OBaTb CMeHbI MapoiAa npu NepBomM BXoAe B CUCTEMY

&7 Ceoiictea npoduns ADMIN B's
Obuwe | AieToy posaHie | Mporpavmes | Meemocieme Kovanaa Mpocworp  Moarse 41" |
‘ (o P - Nposagmme npeexta - [Deme_en rpoext)
[# uin g Ooa Cruen ‘”@E;m::;'::mw
H Orewe © ©'Q [DIE-
g Marmascesrerns Wi cTon
- | e I
v o
| G Cosena ™ : cramaspT
) tomemm = v
| o b | Wipposarate
=} cnetemy (F:
Wamererme natsl v Bpemeri
Wamenerme napona
& [W] Ynpasnenwe npopunsmm v nonssosatenam
[V] Cosnarue v wswvenerme nonssosareneih
(/] Yaanenwe nonssosatened w/im v rpyn
[¥]Cosnams accousaum npopuns
| [¥]Cosnarue npoguneit
[ - [¥] Yaanenwe npocuned
| - [8] Usmerums npasa npoguna
¥] Awarwcrprposawe
[ A —
[#] Okwio  yposers
Peuent
-] Web
< WWaBnore! npoexkTa
[ Avanns narsx
9 aeensemron T Her
[ oK |[ oven | [omewm
14.2 COOTBETCTBUE TPEBOBAHWAM 21 CFR PART 11 VEDA SCADA
L4 9J'IeKTpOH HaA NOANMCb ANA KaxXOoro noJib3oBatenad C F R
® BO3MOHOCTb ABOWHOWM MOAMMUCK NPW OTNPAaBKE KOMaHA Parti1

® YHuKanbHble KOMOMHALMM UMeH/Naponei
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HacTpornka aBToMaTMyeckoro Bbixofa 13 CUCTEMb

BnokmpoBKa nocne HeCKONbKNX HeYAAUHbIX MOMbITOK

3annCb HeYAauHbIX MOMbITOK BXOAA B CUCTEMY C BO3MOXHOCTBIO YBEAOMNEHNA CUCTEMHOMO aAMUHUCTPATOPa
[apaHTVA LUeNnoCTHOCTU NCTOPUYECKUX JaHHbIX

Pernctpauys npeablayLiero 3HaueHna npu N3MeHeHUM 3HaueHns

14.3 UHCTAJTALIMOHHDBIE MAKETDI

MoAnNMCb MHCTANMALUMOHHOIO NakeTa

Moanucb ABOMYHbBIX GainnoB

15. APXUTEKTYPA U PA3BEPTbIBAHWUE

15.1 NOAAEP>KUBAEMbIE MNTATOOPMbI

KnneHtckne CTaHUMn

e Windows 7 (SP1), 8.1 n 10

CepBepHble CTaHLMK
e Windows Server 2008 R2 (SP1), 2012, 2012 R2, 2016 n 2019
® (CHOp faHHbIX 1 CepBePbl UCTOPUYECKMX AaHHbIX

e (CnyxKObl yaaneHHbIx pabourx CTonos

Microsoft SQL Server

e 2008 R2, 2012, 2014, 2016, 2017 1 2019
BupTtyanbHasa cpepa

® [lopaepxka HyperV 1 VMware

Pexxnm BbinonHeHnA

e [lpoekT VEDASCADA Kak cnyxba

JInyeHsunposaHune

L4 HpOI’paMMHbIe NUEH3NN

15.2 APXUTEKTYPbI

CTaHaapTHblE apXUTEKTYPbI:

ABTOHOMHas CTaHUmMa — Bce dyHKumn SCADA obbeavHeHbl B OfHY CTaHLUMIO

MHorocTaHumoHHas apxutekTypa — oyHKUMn SCADA pacnpeneneHsl Ha fiBe wiv 6osnee CTaHUMI B apxXUTEKTYPE Kn-
eHT-cepsep

ApXuTEKTYPa BbICOKOM [OCTYNHOCTM — dyHKUMM SCADA pacnpeaeneHbl A1A NOBbILUEHWA OTKa30yCTOMUYMBOCTY CUCTEMDI
1 MacwTabupyemocTu

Pa3BepTblBaHVE CUCTEMbI HA HECKOMBKO CTAHLMIA BKIOYAET Creayolme CLeHapun:
® PesepguposaHue cbopa 0aHHbIX — ABe 1N Bosnee CTaHUWI HACTPOEHbl Kak pe3epBHbie (ropsuee pesepBrpoBaHie)

®  Pe3epsupoB8aHUE UCMOPUYECKUX OaHHbIX — [1BE U Bonee CTaHUMM HAaCTPOEHbl Kak pe3epBHble (ropsayee pesepsu-
poBaHue)

® B3gumosameHsaeMele cepgepel — ofnH cepeep high-end ncnonb3yeTcs B KayecTBe pe3epBHOro A HECKOMbKUX Apy-
rmx

PacrlpeaeneHHaﬂ APXUTEKTYPA — HECKOJIbKO HE3aBUCMMbIX CEPBEPOB 1 MHOXKECTBO KITMEHTCKMX CTaHLLI/II;I

16
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VEDA MC

® TpexypOBHEBas apXMUTEKTYPa — WCMOMb30BaAHNE OAHOM M HECKONBbKIMX CTaHLMA B KaueCTse Wo3a

VIHxkeHepHas CTaHuMa — CTaHuMsa 4na pa3paboTkv 1 yrpaBneHns BepCuamm npoeKTa

Beb 1 MobunbHble yCTPOMCTBa — Beb-cepBep U MOOUNbHbIE BEO-KIMEHT

Bo3moxHOCTY:

BcTpoeHHbI 0bmeH coobLieHUAMM MexXy CTaHUumAMKU cpeacTeamu TCP/IP

ObmeH 3HaueHUaMN nepemMeHHbIX B peasibHOM BpeMeHN: BHYTPEHHKE, C o6opyﬂosaH|/m n ncTopumnyeckme

EnvHas KoHburypauwms 6asbl JaHHbIX 418 pacrnpefeneHHbiX apxuTekTyp

MacTep HacTpoliki 6e3 CKp1nToB

BcTpoeHHan pennukaLma nctopuyeckor 6asbl AaHHbix 6e3 ckpuntos B Microsoft SQL Server

BcTpoeHHoe LeHTPanM3oBaHHOe yrpasnieHe BEPCHAMY NMPOEKTOB 1 B1GIMoTeK
LleHTpanbHbI cepBep cbopa AaHHbIX 1 apXMBHbIN CepBeEP

A)J,MI/IHI/ICTpl/IpOBaHl/Ie MnpaB AOCTYyMa nonb3oBatenei

CncremHble nepemeHHble 419 MOHUTOPKIHIa COCTOAHKMA CeTEeBbIX CTaHUMM 1 COefUHEHNN mMexnay H/Mn

BHeceHne n3ameHeHnn 1 cozpaHne nepemMeHHbIX BO BpeMsA BbIMOJIHEHWA MPOEKTa He Tp66yET KOMMAALUnn

L e s ™
E I— IP poyrep
paspaborunka

Bpanamaysp

Cerb cbopa
ASHHBIX

Cetesoii
KomMmyTaTop

17 WHCTPYMEHTbI AWATHOCTUKIA

CpeacTea AMArHOCTMKM: MPOBEPKA MOTOKA [aHHbIX, CYETUMK BHYTPEHHVX PeCypCcoB

MOHWTOPVIHT NepemMeHHbIX: BCTPOEHHbI KOMMOHEHT AfA MOHUTOPWHIA 1 KOHTPOMA AaHHbIX MPOeKTa B peasbHOM Bpe-

MeHN

CuCTeMHble nepemeHHble: HAbop NepemMeHHbIX AN MOHWUTOPVHIG KIOUeBbIX MokasaTenel paboTsl CUCTeMbI

*KypHan cobbiTuii: oTobpaxkeHVe B pexnmMe peanbHOro BpeMeHu Bcex coobLeHun, nHGopmMauumn v owmnbok B pabote

cuctembl VEDASCADA
Moanepxka Syslog

e (CooTBeTcTBME TPEOOBaHWA BEAEHWA »KyPHANoB 1 oTcnexmsana ANSSI u MOK 62443

e [lopaepxKa CpefcTBa NPocMoTpa cobbimnii Windows u Syslog yepe3 UDP, TCP u TLS — RFC & 5424

Bepcna pokymeHTa: 1.0
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VEDA MC

Bo3moKHOCTU

MacTtepa nmnopTta

VIHCTPYMEHT Ans uMnopTa KoHOUrypaLmi
CTOPOHHUX MPOrPamMM WK BHELLHWX NiaT-
dopm (MK, nporpamma CAD, CTOPOHHME

SCADA 1 T.M)

AUTOCAD®

BACnet™
DAL\WAGO®

LNS®

Saia Burgess Controls
Schneider Unity®
Siemens STEP 7
Siemens TIA Portal
WAGO®

Mpaduuecknii nHTepderc
NHTYNTVBHBI

2D/3D 0bbeKkTHO Op1eHTUPOBaHHbIe
6rbnmnoTeKkn

60+ roTOBbIX AHUMAL|MA
MHOroA3bIYHOCTb
YnpaeneHuve kapTtoin, MC

VEDASCADA | VEDA SCADA

Dynamic]
Busbar G | S
Coloring

VEDA SCADA

M

A
oT

PaCLLIVIpeHHOG ynpasneHne
TpeBoOramn COObITMAMM

HacTpavsaemble CpeAcTBa NpPOCMOTpa N
CWrHanNoB TPEBOMM 1 COBBITWN

DunbTp, COPTUPOBKA, MAaCKVPOBKa MO
CTaTyCy, NPVYOPUTETY U/UAKn aTpurdyTy
CBO3MOXHOCTBIO U3MEHEHVA OHMaliH
YnpaBreHne KOHTEKCTHbIMY CUrHanamu
Tpesor

CueTunk Tpesor

TpeHabl
OpnHoBpeMeHHOe oTobpaxKeHVie TpeH4oB
peanbHOro BpeMeHU 1 NCTOPUYECKIX
HacTpansaemblit nHTepdeiic
CpaBHeHue TpeHAoB

DKCMOPT AaHHbIX TpeHaoB B Excel

[MpOBOAHVK NpOeKTa

MHCprMeHT KOHd)MpraLLMl/] «BCE B OHOM»
1A HaCTPOWKNUM AMArHOCTUKM

O6paboTKa JaHHE
LlabnoHbl npoeKkToB P A
MopaenvpoBaHue 1 reHepaLya NpoekTa

ApXVBMPOBaHNE

JlokanbHoe 1nn LieHTpan13oBaHHi
apxvBmposaHme SQL Server

MNoka3zatenn 3GheKTUBHOCTH
KPI

[aw6opa

OT1yeThl

PenakTnpoBsaHvie 1 reHepauusa av
OTYETOB, AOCTYMHbBIX B HECKOMbKM

OTnpasKa Mo 3amnpocy Wiy aBToM
email

[locTyn uepes HacTpanBaeMblii BE
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MporpammHas nnatdopma ana loT, SCADA, Be6, MOOUNBbHBIX PeLLEHNI Y aHANIUTUKM JAaHHbIX PeanibHOro BPEMEHN

[pavisepbl anda BMS
BACnet™

DALI

KNX

LonWorks®

SIEMENS OPC MK8000 IP
POSM

[paisepbl Ana sHepreTukm
M3K 60870-5-104 knveHTbl/cepBep
M3K 60870-5-101 knueHT

M3K 61850 knueHT

DNP3

ICCP

[Hpyrve gpansepsb (100+)
OPC

Modbus IP

SNMP

loT
LoRa,
sigfox,
MQTT

MHTerpauma

OPC DA/UA

Beb-cepBuchl
VIHCTpYMeHTbI pa3paboTki
ObnayHble TeXHONOMM

YHVBEpPCanbHbI KOHHEKTOP AaHHbIX: SQL

PasznnuHble apxmTekTypsbl
ABTOHOMHas CTaHUuMA
KnueHT-cepsepHas
PacnpepeneHHas

VEDA SCADA | VEDA SCADA | VEDA SCADA

v
1

gm
<

!31850 ﬂDNP3

VEDA SCADA

ccr

VEDA SCADA

ﬂOP.C
Security|

VEDA SCADA
BACnet
BTL
B-AWS

VEDASCADA | VEDA SCADA | VEDA SCADA

uMQTT ﬂLoRa ﬂsigfox

VEDA SCADA

Universal

MobunbHble NPUNOXEHNA

SnapVue: ynpasneHvie B COOTBETCTBUW C Me-
CTOMONOXEHVIEM/POSblo

TouchVue: yBefomneHua 1 KOHTPONb
WebVue: HTML5-knneHT

YnpasneHue yepes seb-6paysep

YaaneHHsin 4oCTyn

be3onacHocTb

LleHTpanu3oBaHHOE ynpaBneHne npasamu C
ayTeHTUKaumen Windows Actve Directory
be3onacHble coegnHerus no HTTPS
Mopaepxka SYSLOG

LleHTpan“30BaHHOE yrnpaBneHvie
NPOEKTOM

HAMUYECKMX
X dopmaTax
ATUYECKN Ha

0-nHTEpdENC

VEDA SCADA [ VEDA SCADA

Client-Server|
Virtualization| %

VEDA SCADA [ VEDA SCADA

Remote Distributed
Desktop
Services

Web & Mobile

VEDA SCADA
alndoor
Positioning|
Services

VEDA SCADA

VEDA SCADA

ﬂZ‘CFR
Part11
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VEDA MC — byayuiee CMIoBOW 3NeKTPOHUKIM Danfoss

KomnaHua VEDA MC obpa3oBaHa B 2022 roay UHXeHepamu 1 crneynanictamy genapTaMmeHTa CUnoBoi anekTpoHuky Danfoss.
HakonneHHblli 6onee yem 20-neTHWI ONbIT PabOTbl Ha PbIHKE NMPUBOLHOWN TEXHUKU BOMOLLEH NPV CO3AaHNM HOBOW IMHENKMN npe-
obpasosatenel yactotbl Mapku VEDA VFD. Mpwu pa3paboTke HOBOM NPOAYKLMU ObiNN yUTeHbl OMbIT 3KCMUTyaTaumuy pasnyHbiX npe-
obpasoBarenen 4acToTbl, 06paTHaA CBA3b OT NAPTHEPOB Y KJIMEHTOB N TEXHUYECKME BO3MOXHOCTY MOCTABLUMKOB.

Ha paHHbI MOMEHT B NpoAyKToBYto Kop3vHy KomnaHuy VEDA MC BxofAT HW3KOBOJIbTHbIE Mpeobpa3oBaTenn 4acToTbl CEMeNCTBa
VEDA VFD, BbicokoBonbTHble VEDADRIVE, ycTporictea nnaBHoro nycka VEDA MCD n VEDASTART, npombllfieHHble IOrnYyeckmne KoH-
Tponepbl n HMI-naHenn, cuctema gucnetuepusauymm VEDASCADA, a TakXe BCe HEOOXOAMMbIE ONLUN.

Mpoaykumna komnanmum VEDA MC BbinyckaeTcA Ha MONHOCTbIO aBTOMATU3MPOBAHHbIX 3aBOfax Mof CTPOrMM KOHTpoJsiemM cneuunanu-
CTOB KOMMaHUW. B 6avxaiwmx nnaHax KOMMaHUM — MaKCMManbHO NoKann3oBaTb NPOW3BOACTBO Ha Tepputopun Poccun.

Mpenmyuwecrsa npoaykunn VEDA MC
= Cob6cTBEHHbIe pa3paboTKu, ’MOKOCTb NCMONTHEHMA.
= 100 %-HbIll GOKYC Ha Npeobpa3oBaTenax YacToTbl 1 6onee yem 20-N1€THUI OMbIT PabOTbl HA POCCUMINCKOM PbIHKE.
= [0 pns HaCTPOWKK Npeobpa3oBaTeneil YacTOTbl HAa PYCCKOM fA3bIKe.

= Bonbluasn ceTb CepTUPMLMPOBAHHBIX MAPTHEPOB, 3aHMAIOLLMXCA 06CYXMBaHMeM 1 npofaxen B Poccun, Benopyccun, KasaxcraHe
n apyrux ctpaHax CHr.

= KpaTualiwve CpoKm NOCTaBKU NpoayKumm B moboii pernoH PO n ctpan CHI.
" DHeprocbepexeHue: B cpegHeM o 50 % B NPUMEHEHMAX C HACOCAMU 1 BEHTUNATOPAMNA.
= [apaHTWIAHOE 1 NOCTrapaHTUIHOe 06CyKMBaHNe 06opyoBaHUA.

MpuBogHas TexHrka VEDA MC wrpoKo nNprMeHseTcs B Taknx chepax, Kak BOLOCHAOXKeHMe 1 BOAOOTBEAEHME, CUCTEMbI OTOM-
JIEHUS, BEHTUAAUMUY 1 KoHAMLMOHMpoBaHusa (OBK), xumnyeckas 1 ropHopyAHas NMpoOMbILLIEHHOCTb, TMGTbl U KpaHbl, CYAOCTPOEHNe,
no6blya HedTU U rasa, sHepreTrKa.

Cneuymanuctbl VEDA MC perynapHo opraHusytoT obyuaioLire ceMrHapbl AN1A NHXEHEPOB MPOEKTHbIX OPraHmn3aLuii 1 CEPBUCHbBIX
napTHepoB B 06nacTy NoBbiweHUA 3GHEKTVBHOCTU 1 aBTOMaTM3aL MM TEXHONTOTMYECKMX NPOLeccoB. Ha cneunan3npoBaHHbIX Kyp-
cax NMpPOBOAUTCA NMOArOTOBKA MHXEHEPOB ANA NpeAnpuATUii-noTpedbutenei.

000 «BEAA MK»
Poccua, 143581 MockoBckas o6n., . cTpa, aep. Jlewkoso, 217.
TenedoH +7 (495) 792-57-57. E-mail: info@drives.ru  www.drives.ru
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